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F. No. 10-1/2021-1S.7
a——  Ministry of Education
I""|Department of School Education & Literacy

- I : P.,U“C_&Qur

q mf ye (SS-1l Bureau)
c : Shastri Bhawan, New Delhi
b ( o) Date: 24'November, 2022
To, ﬁﬂﬂ/ QD‘S‘Q) Q} TV A R
ncdonshi) V2, A\ 9%
P‘O( A\ g (ﬂr'&

Education Secretaries of all States/UTs

Subject: "Dos and Don't for agencies seeking offline verification of Aadhaar" - reg,

—— e

Sir/Madam,

I'am directed to refer to DO letter No. 15028/1/2022-AU-HQ dated 17.11.2022

. (copy enclosed) received from CEO, UIDAI wherein attention is drawn towards the
concerns over the right implementation of offline verification of Aadhaar involving
Offline Verification Seeking Entities (OVSE) for collection of relevant data and

adopting right measures for offline verification, so that basic essence & purpose of
Aadhaar is not lost.

! ) oo BT,

\

2. A circular of UIDAI having no. 15035/4/2021/AU-HQ dated 31.10.2022 (copy
enclosed) has been also been shared with the above stated D.O letter regarding

Dc's & Don'ts for Offline Verification Seeking Entities (OVSE) regarding usage of
Aachaar, has been shared with the Ministry of Education.

gfedtd [M$ (2.2
bt o0/ 10

3 It is requested to issue necessary instructions to concerned officials in your
State/UT for adhering to guidelines of UIDALI.

Yours faithfully,

4]\ .\
Encl: As above | ' —M;}wll

(J. P. Pandey)

Director (1S-7)
Tel:011-23383324

Email: jppandey.irps@gov.in
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Saurabh Garg
Chief Exective Officer

s

RE AR
Government of India
TR R veam witewm

D.0. 15028/1/2022-AU-HQ \ 17.141.2022

Dear Madam/Sir,
Subject: Dos and Don’ts for agencles seoking offline verlficallon of Aadhaar

Today, Aadhaar has become one the most reliable pleces of identity proof for a resident. The
acceptabilily of Aadhaar has also become ubiquitous, both in the domains of governmant and private sector

user schemes & services.

2. Since the first Aadhaar came inlo being in Sep, 2010, more than 135 crore Aadhaars have been
issued till date. When it comes to putling Aadhaar to use, there are aboul 177 authentication user agencies
registered with UIDAI, Including both public and private entities, that carry out more than 6 crores online
Aadhaar authentications daily for rendering various user services that require authentication of an
individual’s identity in real-lime and in a non-repudiable way.

3. Apart from online authenticalion of Aadhsar done by entities registered with UIDAI (called as
Requesting Entities-RE), there are also offline means available ta verlfy Aadhaar. Offline verification is the
use of Aadhaar for Identity verification and carrying out KYC process locally, without sending data to and
receiving response from UIDAI online. The organizations desirous of conducting offline verlfication of an
Aadhaar number holder without doing any registration with UIDAI are known as Offline Verification Seeking
Sniiltes(OVSE). ,

4, Offline verification of Aadhaar invalves validation of UIDAI's digital signature present either within
the secure QR code (displayed on Aadhaar letter, e-Aadhaar, Aadhaar PVC card, m-Aadhaar) containing
the resident's Aadhaar dala or the paperless offing e-KYC XML file. A resident may voluntarily use the
Aadhaar number to establish his/ner identity by way of offline verification by an OVSE.

&, While usage of Aadhaar, especially offline usage, has enormously expanc?ed. it has b_een obs_erved
that many =z time, the OVSEs (and also REs, in some casas) rasort ta collection o_f physica! copies of
Aadhaar letter or e-Aadhaar and also, withaut conducting verlfication (authenucation.. in case of an RE) of
Aadhaar document presenled. Some agencies have also been found to have very little awareness abogl
their obtigations as enshrined In the Aadhaar Acl, 2016 and amendments & regulations thereof. While it is

i [ in sti - in the
important that offline usage of Aadhaar is promoted in slill greater number of areas & use-cases :
ggntry employlng the prescribed ways & means of using Aadhaar is essential to ensure thal basic
essencé & purpose of it is not lost. In the same veln, compliance 1o the laws/rules/regulations governing
usage of Aadhaar cannot be compromised In any way.
creular listing out some of the imporiant Dos and Don'ts for Offline

‘ t, a public e
6. 3, thls canies 4 F) was recently published by UIDAIL. A copy of the same is enclosed

verification Seeking Entities (OVS
herewith for your kind reference.
that this circular be widely clrculaled within all th
/ Other Bodies under your Department.

7 It is requested e Organizations/ [nstitutions/
» I
Authorities/ Corporations

With regards, Yours Sincerely,

g 5 Q (Dr. Saurabh
IA%SecrelarIa?of overnment of Indla \J;:Q ) )\F\S\/‘VR’ K}\/

A\

Unique Identification Authority of India (UIDAI)

\)\\"7 T AT @ DY, e wmiYe, 7 Rei-110 001
Aadhaar Headquarters, Sth Floor, Bangla Sahib Road,
\ Behind Kall Mandlr, Gole Markat, New Delhi-110001
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al. ! 011-23748211\, Fax : 01
Waebsita : www.uidai.gov.in emall :

Scanned with CamScanner

4 ‘)\“‘ o 5 o

; 8
Uy{ 1-23746213 ' @q Bu

cao@uidai.gov.n - 'AABHAF\R
Iy anew, wlt TEEH



No-15035/4/2021/AU-HQ
Unique Identifieation Authority of Indig
(Aadhaar Usage Division)
UIDAI HQs,
Bangla Sahib Road. Behind Kali Mandir.
Gole Market, New Delhi. 110001

Dalted: 21 Qclober, 2022

Subjeet: Usage of Aadhaar- Do's & Don'ts for Offline Verilication Secking Entities (OVSEs).

Offline verification is the usc ol Aadhaar for cacrying out identity verilication and KYC
processes locally, without connecting to the Central Identities Data Repository (CIDR) of UIDAL
The arganizations conducting offline verilicalion of an Aadhaar number holder for a lawful purpose
are termed as Offline VCl'.ilﬁC'd[iDﬁ Secking Entities (QVSE). [Ref. Section *2- Definitions’, Aadhaar
(Authentication and OMine Verification) Regulations]

2. There are two modes ol olfline verification, viz the Secure QR Code (displayed on Aadhaar
letter. e-Aadhaar. Aadhaar PVC card and m-Aadhaar ) and the Aadhaar Paperless Offline ¢-KYC
XMI. (downloaded from the UIDAT website and m-Aadhaar). Botl the Secure QR Code and the
Aadhaar Paperless Offline e-K Y XML contain the resident’s data that is digitally signed by UIDAL
Ihis is an cssential security component that cstablishes the authenticity of the document, as
presented by the resident secking serviee fromt an OVSE.  Scanning ol sccure QR code (which
includes validation of UIDAL's digital signaturc) is possible using Aadhaar Sccure QR code scanner
application. This scanner application is freely available for both Android and i0S based mobile
phones as well as Windows based applications. The scanner is also available as part ol UIDAI's -
Aadhaar mohile application. for both Android and 08 phones.

3. Residents may voluntarily use the Aadhaar number for a lawful purpose, Lo establish their
identity by way of offlinc verification by an OVSE. FFor the purposc of offline verificafion by an
OVSE the Aadhaar number holder may use histher Aadhaar cither in (i) the physical form like
Aadhaar letter (or copy thereoh) or printed c-Aadhaar or Andhanr PVC Card: or in (ii) the electronic

form like e-Aadhaar/ Aadhaar Paperless Ofine e-KYC (XMLY mAadhaar.

4, Following are the Dos and Don'ts to be followed by the OVSEs:

(A}  Dus:-
i, Be courleous 10 residents. Assure the resident about the securily & confidentiality of their
Aadhaar being used for affline verification.

Be sure to carry out offline verilication o’ Aadhaar (as per para 2 abave) prior to accepting it
as prool of identity, This applics to all modes of offlinc usage ol Aadhaar, ie. sceure QR
Code on Aadhaar |etter (or capy thercol) / e-Aadhaar/ m-Aadhaar or in the Aadhaar

Paperless Offline e-KYC (XML). as the case may be,
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Exeept in accordance with
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alternative me

lusing 1o or being unable 1o underpo
resident is able (o identify himselyy herselr
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110 the Authority, or BhY agency appointed of authorized by it or any
other authorized invest

igation agency, in case of any fraud investigation involving Aadh

Do inform the Authority and the Aadhaar number holder, without undye delay and in no-case
beyond 72 hours afler having knowledge of misuse ol any information of systems related 1o
the Aadhaar framework o any compromise of Aadhagy related informatjon, ‘

anr,

Ensure strict compliance 10 the Aadhaar Act

and Regulations and 1o any other dircclions
received from UIDA] from time

lo time, with fespect to obligations of OVSEs,
Don’(s:-

Do hot aceept Aadhaar number. in physical or electronic
lawful purpose, without {irst veri fying the digital signature
Aadhaar Securc QR Code on Aadhaar Leuer of e-A
Paperless Offline ¢-K YC (XML), as the case may be,

form, us a proot of identity for g
ol'the Authority as provided in the
adhaar or m-Aadhagr or Aadhaar

Do not perform verification of Aadhaar w

ithout explicit consent o the Aadhaar number
holder in the form & manncer as prescribed,

Do not perform bf‘ﬂinc verilication on hehalf of any other entity or person,

Do not collect, use or siore Aadhaar number or biomelric information of }he rcsicicn‘l al'lc.r
having conducted offline verification of Aadhaar, Pogt verification, if the, OVSE finds it
ncéessary for any reason, to storc a copy of Aadhaar letter/ e-Aadhaar, the OVSE must ensurc
that Aadhaar number is reducted/ masked and irretriev

able through any means by any entity,
including by OVSE itselr,

.

(Kuldeep Singhy
Asstt, Directar (A1)
Tel: 2347 8511
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